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ABSTRACT

This article examines how cybersecurity governance and zero-trust architectures have transformed digital
resilience, institutional implementation, and socio-economic security in the United States and South Korea
between 2020 and 2026. The study argues that cybersecurity is no longer merely a technical defense domain
but a computational governance system linking network architecture, institutional coordination, public-
private accountability, national security, and economic continuity. The United States and South Korea were
selected because both possess highly advanced digital economies and major cyber capabilities, yet they differ
in governance structure, institutional coordination, regulatory centralization, and public-private
implementation. The United States has advanced zero-trust adoption through federal cybersecurity
modernization, CISA coordination, software supply-chain policy, and critical infrastructure reporting. South
Korea has pursued a more centralized and state-coordinated cybersecurity model shaped by national security
threats, digital government integration, and strong telecommunications infrastructure. The findings indicate
that zero-trust effectiveness depends on identity governance, continuous verification, interoperability,
incident reporting, organizational culture, and institutional trust. This article contributes to computing and
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information sciences by conceptualizing zero trust as a socio-technical governance architecture rather than a

purely technical security model.

Keywords: cybersecurity govemance; zero trust; digital resilience; information systems; United States; South

Korea; cyber risk; critical infrastructure; identity governance; socio-technical security

INTRODUCTION

Cybersecurity has become one of the most consequential domains of computing and information
systems governance. Between 2020 and 2026, ransomware, supply-chain attacks, cloud breaches, state-
sponsored intrusion, identity compromise, and critical infrastructure disruption transformed cybersecurity
from a specialist technical concern into a central institutional and economic governance challenge. Digital
transformation expanded the attack surface of governments, firms, hospitals, schools, financial systems, and
public utilities. As organizations migrated toward cloud computing, hybrid work, mobile access, software-as-
a-service platforms, and API-driven infrastructures, traditional perimeter-based security models became

increasingly inadequate (NIST, 2020; OECD, 2022).

This article argues that zero-trust architecture represents not only a cybersecurity design model but a
computational governance paradigm. Zero trust assumes that no user, device, service, or network segment
should be trusted by default. Instead, access is continuously verified through identity, context, device
posture, least privilege, segmentation, telemetry, and adaptive risk assessment (NIST, 2020). Technically,
this model reconfigures access control and network defense. Institutionally, however, it also redistributes
authority across users, administrators, vendors, regulators, cloud providers, and security operations centers.
Zero trust therefore connects computing architecture to governance, accountability, institutional

implementation, and socio-economic resilience.

The United States and South Korea provide analytically significant comparative cases. The United
States represents a large federal and market-driven cybersecurity ecosystem characterized by fragmented
institutional authority, extensive private ownership of critical infrastructure, strong cloud and software
industries, and national-level zero-trust mandates for federal agencies. South Korea represents a
technologically advanced, highly connected, security-sensitive digital society with strong state coordination,
advanced broadband infrastructure, and persistent exposure to geopolitical cyber threats. These cases allow
comparison of how different institutional environments implement cybersecurity architectures under

conditions of high digital dependency.

The global context reinforces the significance of zero-trust governance. The World Economic Forum
and OECD have identified cyber insecurity as a major systemic risk to digital economies, public trust, and
cross-border economic continuity (OECD, 2022; World Economic Forum, 2024). The International
Telecommunication Union emphasizes that national cyber resilience increasingly depends on legal measures,

technical capacity, organizational coordination, capacity development, and cooperation (ITU, 2023). In this
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context, zero trust has become a strategic response to distributed digital risk, cloud dependency, and identity-

based attacks.

Existing scholarship has made substantial contributions to cybersecurity governance. NIST (2020)
formalized zero-trust architecture as a security model based on continuous verification and least-privilege
access. Shackelford (2021) conceptualized cybersecurity governance as a polycentric system involving
states, firms, civil society, and international institutions. DeNardis (2020) argued that control over digital
infrastructure increasingly shapes political and economic power. Cavelty (2020) emphasized that
cybersecurity is a political and institutional problem rather than a purely technical one. Other studies on
information security governance show that organizational culture, risk management, leadership, and

compliance mechanisms significantly affect cybersecurity performance (Siponen & Vance, 2021).

However, current scholarship remains limited in several respects. While previous studies emphasize
technical zero-trust principles, they often underexplain institutional implementation and governance effects.
Other scholars analyze cybersecurity policy but do not sufficiently connect policy frameworks to
computational architectures such as identity access management, micro-segmentation, telemetry, and
continuous authentication. Existing comparative scholarship also remains limited in explaining how national
institutional structures shape zero-trust implementation. Theoretical accounts of cyber resilience often remain

abstract and fail to explain how governance variables produce measurable information systems outcomes.

This article identifies five gaps. First, a theoretical gap persists in conceptualizing zero trust as socio-
technical governance rather than technical architecture alone. Second, an empirical gap concerns how
institutional coordination affects zero-trust implementation. Third, a comparative gap exists regarding how
federal-market and centralized-state cybersecurity systems differ. Fourth, a technological governance gap
concerns how identity, cloud, endpoint, and telemetry systems interact with public-sector mandates. Fifth, a
computational-policy gap remains concerning how cybersecurity architectures shape economic continuity,

public trust, and digital resilience.

The novelty of this article lies in its development of zero-trust computational governance as a
framework linking security architecture, institutional coordination, regulatory authority, and socio-economic
resilience. The article contributes to computing and information sciences by integrating cybersecurity
engineering concepts with information systems governance, comparative digital policy, and socio-technical

resilience theory.

The analytical framework proceeds through the following causal logic: cyber threat complexity
drives architectural transformation; zero-trust architecture restructures identity and access governance;
identity governance requires institutional coordination and technical interoperability; institutional
coordination affects compliance and resilience; resilience influences digital trust, economic continuity, and
public-sector legitimacy. The objective of this article is to examine how the United States and South Korea
implemented cybersecurity governance and zero-trust-oriented digital resilience between 2020 and 2026, and

to evaluate their implications for computing, information systems, and socio-economic transformation.
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METHODOLOGY

This study employs a comparative computational governance methodology integrating cybersecurity
architecture analysis, information systems governance analysis, institutional process tracing, and socio-technical
resilience evaluation. The United States and South Korea were selected because both are advanced digital economies
with high cybersecurity exposure, mature digital infrastructures, and strong national cybersecurity strategies, yet they
differ significantly in institutional structure and implementation logic. The United States represents a federal, market-
oriented, and agency-distributed cybersecurity ecosystem in which federal zero-trust mandates coexist with private-
sector infrastructure ownership, cloud industry dominance, and sectoral regulation. South Korea represents a more
centralized and security-sensitive model shaped by national cyber threats, coordinated digital government, advanced
telecommunications infrastructure, and stronger state steering capacity. The unit of analysis is the cybersecurity
governance ecosystem, including identity systems, access-control architecture, cloud security, incident reporting,

public-private coordination, critical infrastructure protection, and institutional accountability.

The empirical basis includes national cybersecurity strategies, NIST zero-trust frameworks, CISA guidance,
Korean cybersecurity policy reports, ITU cybersecurity indicators, OECD digital security reports, World Bank
digital development materials, public institutional records, and peer-reviewed computing and information systems
literature from 2020-2026. The analysis combines technical architecture comparison with institutional interpretation,
focusing on zero-trust maturity, identity governance, telemetry, segmentation, cloud security, incident response,
regulatory coordination, and socio-economic resilience. Triangulation is achieved by comparing technical standards,
policy documents, institutional indicators, and scholarly analysis. Ethical considerations include privacy,
surveillance, automated monitoring, insider-risk analytics, and potential exclusion created by identity-based access
control. The principal limitation is that detailed cybersecurity performance data are often confidential and threat
intelligence is unevenly disclosed. Nevertheless, comparative analysis of public frameworks and implementation

structures provides a robust basis for assessing zero trust as computational governance.

Findings and Discussion

1. Zero Trust as a Shift from Perimeter Defense to Identity Governance

The first finding is that zero trust transforms cybersecurity from network perimeter defense into identity-
centered governance. In traditional models, security assumed that internal networks were more trustworthy than
external environments. However, cloud migration, remote work, API interconnection, and software supply-chain risk
undermined this assumption. Zero trust responds by making identity, device posture, access context, and continuous

verification central to security decision-making (NIST, 2020).

In the United States, zero trust became an explicit federal modernization priority after major cyber incidents
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exposed weaknesses in supply-chain and identity security. Federal agencies were required to adopt stronger identity
management, multi-factor authentication, endpoint detection, encryption, and logging practices. This approach
reflects the U.S. governance environment: rather than relying on one centralized technical system, agencies

implement zero trust through standards, procurement, cloud security requirements, and oversight frameworks.

South Korea’s cybersecurity governance similarly emphasizes identity, monitoring, and secure access, but
implementation is shaped by stronger centralized coordination and national security pressures. South Korea’s dense
digital infrastructure and exposure to persistent cyber threats create strong incentives for integrated monitoring, rapid

incident response, and coordinated cybersecurity capability across public and private sectors.

The comparison reveals that zero trust is technically similar across jurisdictions but institutionally different
in implementation. The United States emphasizes standardization and agency compliance across a fragmented
ecosystem. South Korea emphasizes coordination and national cyber readiness within a more centralized

environment. This demonstrates that cybersecurity architecture cannot be separated from institutional context.

The theoretical implication is that identity governance becomes a public governance issue. Decisions about
access, authentication, logging, and authorization determine who can participate in digital systems and under what

conditions. Zero trust therefore embeds institutional control into computational infrastructure.

2. Institutional Coordination and Cyber Resilience

The second finding is that zero-trust implementation depends heavily on institutional coordination.
Technical controls such as multi-factor authentication, least privilege, micro-segmentation, and continuous
monitoring are effective only when organizations align policies, procurement, workforce training, system

inventories, and incident response processes.

The United States faces coordination challenges because cybersecurity authority is distributed across federal
agencies, sectoral regulators, private infrastructure operators, and state governments. CISA plays a central
coordinating role, but private ownership of critical infrastructure creates persistent accountability gaps. Zero trust in
the United States is therefore implemented through layered govemnance: federal mandates, agency modernization,

private-sector frameworks, cloud-provider controls, and sectoral compliance.

South Korea benefits from stronger centralized policy coordination, advanced broadband infrastructure, and
a more integrated national cybersecurity posture. However, centralization also creates risks of overreliance on state-

led monitoring and potential opacity in public-private cybersecurity arrangements.

The comparison indicates that cyber resilience emerges from the interaction between architecture and
organization. A technically sophisticated zero-trust system can fail if institutional roles are unclear. Conversely,
strong coordination can compensate for technical fragmentation by aligning priorities, standards, and incident

response.

This finding extends cybersecurity governance scholarship by showing that resilience is an institutional
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property, not merely a technical outcome. Security controls produce resilience only when embedded in coherent

governance systems.
3. Cloud Security, Software Supply Chains, and Platform Dependency

The third finding is that zero-trust governance increasingly intersects with cloud computing and software
supply-chain security. Modern organizations depend on cloud platforms, third-party software, APIs, identity
providers, and managed services. These dependencies shift cybersecurity governance from internal network control

toward ecosystem risk management.

The United States is particularly exposed to cloud and software supply-chain dependency because major
cloud providers and software firms are central to both domestic and global digital infrastructure. Federal
cybersecurity policy increasingly uses procurement rules, software bill-of-materials initiatives, secure development

requirements, and cloud security standards to influence private-sector behavior.

South Korea also depends on platform and cloud infrastructures, but its governance model allows stronger
state guidance in telecommunications and national digital infrastructure. Its cybersecurity strategy emphasizes

protecting key networks, strengthening domestic cyber capability, and coordinating public-private response.

The comparative evidence demonstrates that zero trust must extend beyond intemal access control. It must
address vendor risk, software provenance, cloud configuration, API governance, and continuous monitoring across
distributed ecosystems. This is a computational governance challenge because responsibility is distributed across

many actors.

The policy implication is that zero-trust strategies require software governance, cloud accountability,
procurement discipline, and third-party risk management. Without these, organizations may implement identity

controls while remaining vulnerable to supply-chain compromise.
4. Surveillance, Privacy, and Socio-Technical Trust

The fourth finding is that zero-trust systems raise important ethical and governance concerns. Continuous
verification requires logging, telemetry, behavioral analytics, device monitoring, and risk scoring. These practices

improve security but may also create surveillance risks for workers, citizens, and service users.

In the United States, privacy and civil-liberty constraints shape debates concerning monitoring, employee
surveillance, and government cybersecurity operations. Constitutional and statutory safeguards impose boundaries,

but private-sector monitoring remains unevenly regulated.

South Korea’s coordinated cybersecurity model may enhance rapid response, but it also raises questions
regarding transparency, proportionality, and oversight. Strong cybersecurity monitoring can strengthen resilience, but

public legitimacy depends on preventing mission creep and excessive surveillance.

The comparison reveals a central paradox of zero-trust governance: trust is produced through continuous
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distrust.

Systems reduce technical trust assumptions while requiring users to trust institutions that monitor and verify

them. This creates a socio-technical legitimacy problem.

The theoretical implication is that cyber resilience requires accountable monitoring. Zero trust must include

privacy-by-design, proportional data collection, transparent access policies, auditability, and independent oversight.

Otherwise, cybersecurity governance may undermine the very trust it seeks to protect.

Table 1. Analytical Matrix of Comparative Computing Governance and Information Systems Development

Variable Case 1: Case 2: South Empirical Analytical
United Korea Evidence Interpretati
States on
Cybersecu Federal, Centralized and NIST, Institutional
rity sectoral, state- CISA, structure
Governanc market- coordinated national shapes
e Model driven strategies; implementat
Korean ion
cybersecuri
ty policies
Zero-Trust Federal National cyber NIST SP Same
Orientatio mandates readiness  and 800-207; architecture
n and coordinated public- varies by
standards- secure access sector governance
based modernizat context
modernizati ion
on strategies
Identity Multi-factor Integrated Federal Identity
Governanc authenticati identity and zero-trust becomes
e on, least secure  access guidance; governance
privilege, within Korean infrastructur
agency coordinated digital e
compliance systems governmen
t security
Cloud Strong Growing cloud Cloud Platform
Security dependence use under security dependency
on  major stronger  state strategies shapes
cloud and coordination and cyber risk
software procureme
providers nt rules
Incident Distributed Centralized CISA Coordinatio
Response reporting response  and guidance; n affects
and CISA national cyber Korean resilience
coordination coordination cyber speed
response
institutions
Software Major focus Integrated into Secure Supply-
Supply after supply- national cyber software chain
Chain chain capability policy governance
attacks building reports extends zero
trust
Privacy High Concern  over Privacy Zero  trust
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Risk

concern centralized and requires
over monitoring and cybersecuri accountable
monitoring opacity ty debates telemetry
and private
surveillance
Innovation Strong Strong OECD and Cyber
Outcome cybersecurit telecommunicat ITU governance
y industry ions and digital indicators supports
and cloud security digital
innovation capability economy
Socio- Resilience Resilience World Different
Economic through through Bank and pathways to
Implicatio standards coordination ITu digital
n and market and reports resilience
capacity infrastructure
readiness
Governanc Fragmentati Centralization Institutiona Effective
e Risk on and and surveillance 1 cybersecurit
uneven risk compariso y needs
implementat n balance
ion

The table shows that zero-trust governance is shaped by institutional architecture as much as technical

design. The United States demonstrates the strengths and weaknesses of standards-based cyber modermization in a
fragmented digital economy. South Korea demonstrates the advantages and risks of coordinated cyber readiness in a
highly connected digital society. The deeper analytical finding is that zero trust is a socio-technical governance
architecture: its effectiveness depends on identity systems, institutional coordination, cloud governance, privacy

safeguards, and public trust.

Conceptual Model
Zero-Trust Computational Governance Model

Threat Complexity — Zero-Trust Architecture — Identity Governance — Institutional Coordination —

Cyber Resilience — Digital Trust — Socio-Economic Continuity

This model proposes that cyber threat complexity motivates the transition from perimeter defense to zero-
trust architecture. Zero-trust architecture reorganizes security around identity governance, continuous verification,
least privilege, and telemetry. Identity governance requires institutional coordination across agencies, firms, cloud
providers, and users. Coordinated implementation increases cyber resilience by improving detection, containment,
and recovery. Resilience strengthens digital trust, which supports economic continuity, public-sector legitimacy, and

social stability.

The model contributes to computing and information sciences by linking technical security architecture with
institutional governance and socio-economic outcomes. It shows that cybersecurity effectiveness is not determined

by tools alone but by alignment between architecture, governance, and trust.
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Conclusion

This article examined cybersecurity governance and zero-trust architecture in the United States and South
Korea between 2020 and 2026. The study directly answers the research objective by demonstrating that zero trust
operates as a socio-technical governance architecture linking identity management, institutional coordination, cyber

resilience, and socio-economic continuity.

The main analytical finding is that zero trust transforms cybersecurity from perimeter defense into identity-
centered governance. This transformation has deep institutional implications because authentication, access control,
telemetry, segmentation, and monitoring define how users, agencies, firms, and platforms interact within digital
systems. The United States and South Korea illustrate different implementation pathways. The United States relies
on standards, federal mandates, private-sector capability, and sectoral coordination. South Korea relies more on

centralized coordination, national cyber readiness, and integrated digital infrastructure.

The theoretical contribution is the concept of zero-trust computational governance. This framework
integrates cybersecurity architecture with information systems govemance, institutional coordination, and socio-
technical trust. The empirical contribution lies in comparing two advanced cybersecurity systems through

technological and governance variables rather than policy description alone.

The technological governance implications are substantial. Zero-trust implementation requires identity
governance, cloud security, software supply-chain accountability, incident response coordination, workforce training,
telemetry governance, and privacy safeguards. Information systems policy should avoid treating zero trust as a

procurement checklist. It should be understood as institutional redesign.

The study is limited by restricted access to operational cybersecurity data and by the difficulty of comparing
confidential threat environments. Future research should examine zero-trust maturity models across sectors, compare

implementation in healthcare and finance, and evaluate user experience effects of continuous authentication.

Ultimately, cyber resilience depends on more than defensive technology. It depends on whether institutions

can govern identity, access, monitoring, and accountability in ways that protect systems while preserving public trust.
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